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HNucTpykuus

IJIS 00yYAIOIIUXCA MO o0ecnedeHuI0 HH(OPMAIMOHHON 0€30IaCHOCTH NP
HCNOJb30BaHUM ceTu «AHTepHeT» AJ151 pa3MellleHUs B y4eOHbIX Ka0HeTAaXx, B
KOTOPBIX OCYIIECTBJIAETCHA 10cTyN B ceTh « AHTEepHET»

C KaxapIM T0JOM MOJOJIEKU B HWHTEPHETE CTAHOBHUTHCS OoJblle, a
IIKOJIbHUKM OJHM W3 CaMbIX AaKTHBHBIX IOJb30Batene Pynera. Mexny tewm,
IOMHUMO OTPOMHOT'0 KOJIMYECTBA BO3MOXKHOCTEN, HHTEPHET HECeT U MpoOiIeMbl. JTa
naMmsTKa JOJKHA TOMOYb Te0e O€30MacHO HaXOUThCS B CETH.

KoMmnbrorepabie BUPYChI

KoMIIBIOTEpHBI BUPYC - 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IPOrpamm,
OTJIMYUTENbHON 0COOEHHOCThIO KOTOPOI SIBISIETCS CIOCOOHOCTh K pa3MHOXEHUIO. B
JIOTIOJIHEHHUE K 3TOMY, BUPYCBI MOTYT IOBPEAUTH WJIU IOJHOCTBIO YHUYTOXHUTH BCE
¢ailniel ¥ JaHHBIE, MOJKOHTPOJBHBIE MOJb30BATENI0, OT UMEHHM KOTOpOro Oblia
3alylleHa 3apakeHHas IpPOorpaMMa, a TaKKe MOBPEIHUTh WIH J1a)K€ YHUUYTOXUTh
ONEpallMOHHYI0 CUCTEMY cO BceMH (aiiamu B LeaoM. B OonbIIMHCTBE CiiydaeB
pPacipOCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX POIrpaMM:

1. HMcnosb3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOLIUE CEPhE3HBIN
YPOBEHB 3aIUTHI OT BPEIOHOCHBIX MTPOTPaMM;

2. TloctosHHO ycraHaBnMBail martyu (UMQPOBBIE 3aIIaTKH, KOTOPHIE
aBTOMATHYECKH YCTAHABIMBAIOTCS C LENbI0 JOPAa0OTKHM MHpPOrpaMMbl) U Jpyrue
OOHOBIICHHSI CBOEH OMEPAIIMOHHON cUcTeMbl. CKauuBail WX TOJBKO C OHUIIUATIEHOTO
caifra pazpaborunka OC. Ecnu cymecTByer pexxuma aBTOMaTHIECKOTO OOHOBIICHMS,
BKJIFOYH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEpE MO NpaBaMH I0Jb30BAaTENsd, a He
aMUHUCTpaTOpa. OTO HE TMO3BOJHUT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpamMm
MHCTaJUIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yll  aHTUBHPYCHBIE TPOTPaMMHBIE  IPOXYKTBl  HW3BECTHBIX
MIPOU3BOJIUTENEH, C aBTOMAaTHUYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuyb GU3NIECKUNA TOCTYN K KOMITBIOTEPY JIJIsl HOCTOPOHHUX JIUIL;

6. Mcnonp3yil BHemHUE HOCUTENW HMH(OpMAIMU, Takhe Kak (iemka, TUCK
WK Qailsl u3 UHTEpHETa, TOJILKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbiBali KOMMbIOTEpHbIE (ailyibl, MOJYYCHHbIE M3 HEHAJIEKHBIX
UCTOYHMKOB. Jlaxe Te (aiilsipl, KOTOpble MpUcIal TBOK 3HAKOMBIH. Jlydie yrounu y
HEro, OTIPaBJISUI JIU OH TeOe HX.

Cetu WI-FI

Wi-Fi - 3T0 He BUj nepenayn JaHHBIX, HE TEXHOJIOTHS, a BCErO JIUIIb OpeH I,
Mapka. Eme B 1991 rony HmaepnaHackash KOMITaHHS 3apervucTpUpoBajia OpeH.
"WECA", u4ro o6o3Hagano cinoBocodyetanue "Wireless Fidelity", xoTopsrit
MepeBOAUTCS Kak ""0ecpoBOHAS TOYHOCTD'.

Jlo Hamiero BpeMeHHM JloluIa apyras abOpeBuarypa, KOTopas sBIISETCS TaKou
xKe TexHosiorued. Oto abOpeBmatypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HAMEKOM Ha CTaHJapT Bbicuiel 3BykoBoi TexHuku Hi-Fi, uro B mepeBoje o3Hayaet



"BBICOKAs] TOYHOCTB'.

Ja, GecriaTHBI WHTEPHET-IOCTYN B Kade, OTeIsIX M adpomopTax SBISIETCS
OTJIMYHON BO3MOKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCIEPThl CUUTAIOT, YTO
obmenoctymabsie Wi-Fi cetn He sBist0TCS 0€30TaCHBIMHU.

CoBeTsl 110 6€301acHOCTH PabOTHI B 001IeA0CTYITHBIX ceTsix Wi-fi:

1. He mepenaBaii cBOIO JIMUHYIO MH(POpMaLHKIO yepe3 oomeaocTymnubie Wi-Fi
cetu. PaboTas B HUX, *eNaTeIbHO HE BBOJUTH MApOJH JIOCTYIIA, JIOTHHBI U KaKHe -
TO HOMEPA;

2. Ucnonb3yil 1 OOHOBIIAM aHTUBUPYCHBIE Mporpammsl U Opanamayep. Tem
caMbIM Thl 00€30MacHIlb ce0sl OT 3aKaYKU BUpYyCa Ha TBOE YCTPONCTBO;

3. IIpu ucnonp3zoBanun Wi-Fi otkimoun ¢pyakmuio "OOnmii 1octyn K daiaam
u npuaTtepam". JlanHas (yHKIUS 3aKppITa MO YMONTYAHHWIO, OJHAKO HEKOTOPHIC
I10JIb30BATENN aKTUBUPYIOT €€ JUIsl y100CTBA UCIIOJIb30BaHUs B paboTe Uiu yueoe;

4. He wcnonb3yin nyomuunsii WI-FI nns mepemaud JUYHBIX JTaHHBIX,
HaIpUMep, JUIS BBIXOJa B CONMATBHBIC CETH WIH B 3JICKTPOHHYIO TIOUTY,

5. Ucnonb3yit TosibKO 3amuineHHoe coenudenue yepes HTTPS, a ne HTTP,
T.€. TIpu Habope Beb-aapeca BBoaU UMeHHO "https://";

6. B MoOminpHOM Tenedone otkmoun ¢(yaknuoo "Tloxkmouenne k Wi-Fi
aBTromatuuecku". He momyckaii aBTOMaTHUECKOTO TOJKIIOYEHHUS YCTPOWCTBA K
cersm WI-Fi 6e3 TBoero cornacusi.

ConuainHble ceTH

ConuanbHble CETH aKTUBHO BXOJAT B HAlly KU3Hb, MHOTHE JIIOJU pabOTalOT U
KHUBYT TaM IOCTOSHHO. MHOTrHe MOJb30BaTeNd HE MOHHMMAIOT, YTO MH(opMaIus,
pa3MelleHHasi MMU B COLIMAJIbHBIX CETAX, MOXKET ObITh HaliJIeHa U UCIIOJIb30BAHA KEM
YTOAHO, B TOM YHUCJIE HE 0053aTeNIbHO C OJaruMH HaMEpPEHUSIMHU.

OCHOBHBIE COBETHI 110 O€30MACHOCTH B COLIMATBHBIX CETAX:

1. Orpanuyb COUCOK Apy3eil. Y TeOs B ApY3bsiX HE JOJKHO OBITh CIIy4aiHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuinai CBOIO 4acTHYIO *u3Hb. He ykasbiBaii maposu, TenedoHsl, aapeca,
JaTy TBOETO POXKACHUS U JAPYTYIO JTUYHYI0 UH(OPMALNIO. 3T0YMBIIIEHHUKH MOTYT
UCIIOJIb30BaTh /K€ MHQOPMAIMIO O TOM, KaK Thl U TBOM POJUTEIM IUIAHHPYETE
IIPOBECTU KaHUKYJIBI,

3. 3amuiait cBOIO pernyTaluio - Iep>KU €€ B YUCTOTE U 3a7aBail cebe BOmpoc:
xoTen Obl Thl, YTOOBI IpyTUE MOJIb30BATENN BUJIEIH, UTO Thl 3arpyxaeuib? [logymaii,
MIPEKJIe YEM YTO-TO OMyOJIMKOBATh, HATKCATh U 3arpy3UTh;

4. Ecin TBI TOBOpHUIIB C JIFOJBMH, KOTOPBIX HE 3HACIlb, HE HUCIOJIB3YH CBOE
peanbHOE UMS M APYTYIO JMYHYIO MHGOpMAIMK: UMS, MECTO >KMTEIbCTBA, MECTO
y4eObl U Mpoyee;

5. N3beraii pazmemenust ¢ororpaduii B MHTEpHETE, A€ THI M300pa)keH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIIPEACIIUTH TBOE MECTOIOJIOKECHUE;

6. [Ipu peructpauuu B COLMAIBHON CeTH HEOOXOJUMO HCIOJIb30BATh
CJIOHBIE MTAPOJIH, COCTOSIIINE U3 OYKB U UMD U ¢ KOJIMYECTBOM 3HAKOB HE MeHee §;

7. Ansg  coUManbHOM ceTH, TMOYThl W JAPYrUX CaWTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble Mapoiu. Torga eciau TeOs B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH
MOJIy4aT JOCTYIl TOJBKO K OJHOMY MECTY, a HE BO BCE Cpa3y.

JIEKTPOHHBIE IeHbI'N

OJNEeKTpOHHbIE JEHbIUW - 3TO OYEHb YAOOHBIH CIOCOO IIaTeXeHl, OJHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT NOJIYYUTh ITH JICHBIH.

DNEKTPOHHBIE IEHBIM MOSIBUIMCH COBCEM HEJAaBHO M MMEHHO M3-3a 3TOTO BO
MHOTHMX FOCYJapcTBax [0 CUX IOP HE MPONKUCAHO IIPO HUX B 3aKOHAX.



B Poccun e oHM QYHKIIMOHUPYIOT M O HUX YK€ IIPOIKUCAHO B 3aKOHE, II€ X
pa3aesoT Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM, 4TO
aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pemaeTcss MPOBOAUTH omepauuud 0e3
UACHTU(PUKAIMU TIOJIb30BaTENsl, @ B HEAHOHUMHBIX HJICHTU(UKAIUS TOJIB30BaTENs
ABIIAETCA 00s13aTENBHOM.

Takxe crieqyer pas3nuyarh dJIEKTPOHHblE (QuUaTHble JEHBIUW  (paBHBI
TOCY/IapCTBEHHBIM Balll0OTaM) U DJIEKTPOHHbIE HePHUATHbIE JEHbIH (HE paBHBI
rOCY/IapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 O€3011aCHON PadOTe C 3JAEKTPOHHBIMH JI€HbI AMU:

1. TlpuBsixku K c4eTy MOOHMIIbHBIN TeleoH. ITO caMbIii yIOOHBIN U OBICTPHIMA
croco0 BOCCTAaHOBHUTH JOCTYN K cueTy. [IpuBs3aHHBI TenedoH MOMOXKET, €Ciu
3a0yJenib CBOM IJIATEXKHBIM Maposib WM 3aiJielllb Ha CalT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonb3yit ogHopaszoBble maponu. I[locie mepexona Ha YCHICHHYIO
aBTOopu3alMio TeOe yxe He OyAeT yrpoxaTh ONAcCHOCTb KpakM WM IepexBara
IJIaTEKHOTO Tapos;

3. Beibepu crnoxubiii mapoinb. [IpecTynHukam OyneT He MNPOCTO yrajaarth
CIIOXKHBIA maponib. HanexHble Mmapoid - 3TO MapoJid, KOTOpPHIE COAEpKaT He
MeHee 8 3HAKOB W BKJIIOYAIOT B CE€0S CTPOYHBIC W MPOMHCHBIE OYKBBI, TUPPHI U
HECKOJIbKO CHMBOJIOB, TaKW€ KaK 3HaK Jojuiapa, (yHTa, BOCKIMIATEIbHBIN 3HAK U
t.11. Hanmpumep, $tROng!;

4. He BBOAM CBOM JINYHBIE TAHHBIE HA CATax, KOTOPHIM HE J10BEPSICILb.
DJIEKTPOHHAS MOYTA

DNEeKTpOHHAs TMOYTa - 3TO TEXHOJIOTHSI M MPENOCTaBIIIEMbIE €0 YCIYTH IO
NEPECBUIKE M MOJYYEHUIO 3JEKTPOHHBIX COOOIIEHHM, KOTOpPbIE paclpeaeisaioTcs B
KOMITbIOTEpHON ceTh. OOBIYHO DJIEKTPOHHBIA TMOYTOBBIM  SIIUK  BBITJISAIUAT
cleyromuM 0o0pa3oM: UMs TMOJb30BaTeIsi(@uMs_JIoMeHa. Taxke Kpome nepenadyu
IPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTD NEepe1aBaTh (Pailibl.

OcHOBHBIE COBETHI MO O€30MacCHON padOTe € IIEKTPOHHON MOYTOM:

1. Hago BbIOpaTh NpaBWIBHBIA TIOYTOBBIA cepBUC. B uWHTEpHETE €cTh
OTPOMHBIN BBIOOP OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIYYIlE JOBEPAThH TEM,
KOT'0 3HAaellb U KTO NEPBBIM B PEUTHHTE;

2. He yka3piBail B TW4YHOI mouTe JUuHY0 HHGopManuto. Hampumep, myurie
BbIOpaTh "My3bIKanbHbIN _(panat@" niu "pok2013" BmecTo "Temal3";

3. Ucrionb3yil JBYXATalmHYK AaBTOPU3ALMIO. JTO KOrja IOMHMO HapoJjs
HY>KHO BBOJUTH KOJ, MPUCHLIaeMbIil o SMS;

4. BpiOepu CIOXKHBINA Mapoib. [ KaXk10T0 TOYTOBOTO SIIUKA JOJDKEH OBITh
CBOW HAJICKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecaim ectb BO3MOKHOCTBH HaIllMCaTb CaMOMY CBOM JIMYHBIM BOIPOC,
HCIIOJIb3YH 3Ty BO3MOXKHOCTB;

6. Hcnonp3yll HECKOJIBKO TMOYTOBBIX SIIUKOB. [lepBbIM s YacTHOU
MEPENUCKU C aJpecaTaMH, KOTOPBIM Thl JOBEpSCHIb. DTO JJIEKTPOHHBINA aIpec He
HAJI0 MCIIOJIb30BaTh MPU PErHCTpauy Ha popyMax U caiTax;

7. He oTkpbiBail (Qaiinel M apyrue BIOKEHHS B MHCbMax, Jake €CIM OHU
OPUILIM OT TBOUX JApy3ei. Jlydiie yTOuyHM y HHUX, OTHPABISIM JIM OHU TeOe 3TH
dbaiinbr;

8. Ilocnie oxoHuaHWs pabOTHI Ha MOYTOBOM CEpPBHCE TMEPE] 3aKPBITHEM
BKJIAJIKU C caliToM He 3a0y1b HaKaTh Ha "Beridtu".

Ku6epOynjmHr njim BUPTyaJibHOE U31€BaTeILCTBO
KubepOymmmar - mpecnefoBaHWe  COOOIMICHHWSIMH,  COJCpKAIIUMHU
OCKOpOJIEHHUS, arpecCcHio, 3allyruBaHUE; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAHHE



C TIOMOILIBIO PA3IMYHBIX HHTEPHET CEPBUCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KNOEPOYIITMHTOM:

1. He Opocaiics B 60ii. JIyummii crmoco6: mMOCOBETOBAaThCS Kak ce0si BECTH H,
€CJIM HET TOro, K KOMy MOXXHO OOpaTUThCS, TO BHayajue ycrnoKouThecs. Ecim Thi
HayHeIlllb OTBEYaTb OCKOPOJEHUSMHU Ha OCKOpOJEHHUS, TO TOJIBKO elle OoJblie
Pa30oXKeIb KOHIIMKT;

2. YipaBiisii cBoel KuOeppenyTaimei;

3. AnoHuMHOCTH B ceTh MHHMasg. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He cTOMT BECTHM XYIUTAaHCKHNA oOpa3 BUPTyaIbHOW XU3HH. HHTepHET
(dbuKkcupyeT Bce TBOM JEHUCTBUA M COXpaHSeT UX. YOaluTh UX OyIeT KpaiiHe
3aTPyIHUTENBHO;

5. Cobmro1aii CBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. Urnopupyit eauHuuHbli HeratuB. (OIHOpPA30BbIE  OCKOPOUTENbHBIE
COO0O0ILIeHU JTyy4llle UTHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HadyajabHOU
CTaIuu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMU COOOIICHUSIMU, B
COIIMANIBHBIX CETAX €CTh BO3MOXHOCTb OJIOKUPOBKM OTIPABKH COOOIIEHUIN ¢
OTIPEJICIIEHHBIX aJPECOB;

8. Ecnu 11 cBueTens kubepOyiunra. TBOM NeCTBUS: BBICTYIUTH MPOTUB
mpeciieioBaresis, IoKa3aTh eMy, YTO €ro JEHCTBHS OLIEHUBAIOTCS HETATUBHO,
MOJJIEPIKATh KEPTBY, KOTOPOU HY’KHA NICUXOJIOTHYECKasi IOMOIIb, COOOLIUTh
B3POCIIBIM O (PAKTE arpeCCUBHOrO MOBEJICHUS B CETH.

MooOniabHbli TesieoH

CoBpeMeHHbIe cMapT(OHBI U TJIAHIIETHI COAEPKAT B c€O€ BIOJIHE B3POCIIBIN
GyHKIIMOHANI, W Temepp OHM MOTYT KOHKYpPUpPOBaTh CO CTal[MOHAPHBIMH
KoMmmbroTepaMu. OIHaKO, CPEJICTB 3AIIUTHI AJIsi TOJOOHBIX YCTPOWCTB MOKa OYEHb
Majo. TecTupoBaHHE U MOUCK YA3BUMOCTEH B HUX MPOUCXOJUT HE TaK UHTCHCHUBHO,
kak st [1K, To sxe camoe kacaeTcs U MOOMIBHBIX MPUIIOKECHHM.

CoBpemeHHbIe MOOHMIIbHBIE Opay3epsl yiKe MPAKTUYECKU JOTHAIN HACTOIbHBIC
aHaJIOTH, OJTHAKO paclivpeHre PyHKIMOHAa BJICUET 3a OO0 OOJBIITYIO CI0KHOCTD
Y MEHBIIYIO 3aIUIIEHHOCTbD.

Jlaleko He Bce MPOU3BOAUTEIN BBHITYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE
KPUTHUYECKHUE YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI 17151 6€30MaCHOCTH MOOMIILHOTO TennedoHa:

Huyero He siBnsieTcst mo-HACTOsIEMYy OeCIUTaTHBIM. Bynb OCTOpOXKEH, Belb
Korja tebe mpejiaraloT OeCIUIaTHbIN KOHTEHT, B HEM MOT'YT ObITh CKPBITHI Kakue -
TO TUIATHBIE YCIIYTH;

Hdymaii, npexxae yeM otnpaBuTbh SMS, ¢oto unu Buaeo. Tol TOUHO 3Haellb,
r7ie OH1 OyayT B KOHEUHOM UTOTre?

Heo0xoauMo OOHOBISTH ONEPAMOHHYIO CHCTEMY TBOETO

cmaptdona; Mcmons3yil aHTUBHPYCHBIC MPOrpaMMBbl IS

MOOMIIBHBIX Tese()OHOB;

He 3arpyxail TpwiIokeHHs OT HEU3BECTHOTO HCTOYHHKA, BEIb OHH MOTYT
COJIepIKaTh BPEJIOHOCHOE MPOrPaMMHOE 00CCIICUCHHE;

[Tocne Toro Kak Thl BBIHIEIIL C CaifTa, TJie BBOAWI JIMYHYI HH(OPMAIIHUIO,
3aiiIin B HACTPOWKH Opay3epa u ynanu cookies;

[lepronnyecku mpoBepsid, Kakue IIATHBIE YCIYTH aKTUBUPOBAaHBI Ha TBOEM
HOMepe; JlaBaiicBoit HOMEp MOOMIIBHOTO TesiehoHa TOJIBKO JFOSIM, KOTOPBIX Thl 3HACIIIH
¥ KOMY JIOBEpSCIIIb;

Bluetooth momkeH ObITH BBIKIIIOYEH, KOTJIa Thl MM HE MOJib3yemibes. He



3a0bIBall MHOT/Ia IPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE  OHJIAWH-UTPBI - 3TO  KpPacOYHbIE, 3aXBaTHIBAIOILNE
pa3BiiedeHUs, OOBEIUHSAIONIME COTHH THICSY YEJIOBEK MO Bcemy Mupy. Hrpoku
UCCIIEIYIOT JTaHHBIA MM MHUp, OOIIAIOTCS APYr C APYrOM, BBIMIOJHAIOT 3aJaHus,
CpPaXalTCsl C MOHCTpAaMU M TOJIY4alOT ONBIT. 3a YJIOBOJILCTBHE OHM ILIATST:
MOKYTAIOT IUCK, OIUIAYMBAIOT A00OHEMEHT UM IPUOOPETAIOT KaKHUe-TO OMIUH.

Bce st cpenctBa uayT Ha MOAJIEpKAHUE U PA3BUTUE UTPHI, 4 TAKXKE HA caMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCSI CHUCTEMBI ABTOPU3ALMM, BBIIMYCKAIOTCS HOBBIE
naT4yu (U poBkIe 3aMJIATKU JJIs1 TPOTrpaMM), 3aKPbIBAIOTCS YSA3BUMOCTU CEPBEPOB.

B nmogo0HbIX Urpax CTOUT omacaThCsi HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO
Kpaki TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AIMU OOJILIIMHCTBA
Urp.

OcHOBHBIE COBETHI IO O€30MACHOCTH TBOET'O UTPOBOTO aKKAYHTA:

1.Eciu  gpyroit  wurpok BemeT cebd IIJIOXO MM CO3MaeT  Tebhe
HENPUATHOCTH, 3a0JIOKUPYH €T0 B CIIMCKE UTPOKOB;

2. Iloxanyiics agMUHHCTpAaTopaM WIPbl HAa IUIOXOE€ ITOBEIECHHE 3TOrO
UTPOKA, JKEJIATEIbHO MPUIOKUTh KAKME-TO 10Ka3aTeIbCTBAa B BUJE CKPUHOB;

3. He yka3bIiBaii 1nuHyr0 HH(POpMAIIHIO B Tpodaiiiie urpsl;

4. YBaxall IpyruxX y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBaii HeopUIIHaTbHbIE TATYH U MO/IBL;

6. Mcnionb3yii CI10KHBIE U pa3HbIE apOJIH;

7. Jlaxxe BO BpeMsi HWIpel HE CTOUT OTKIIOYaTh aHTHUBUpPYC. Iloka ThI
UIPACIIb, TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

@UIIMHT WM KPAaXKa JHYHBIX JTaHHBIX

OOBbI4HOM Kpaxeill IeHeT U JOKYMEHTOB CETOHS YK€ HUKOTO HE YAMBHILb, HO
C pa3BUTHEM MHTEPHET-TEXHOJIOTUH 3I0yMBIIIJICHHUKH NIEPEMECTHIIUCh B UHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMAThCA " MIOOMMBIM" IEJIOM.

Taxk mosiBWIack HOBas yrpo3a: HMHTEPHET-MOLICHHUYECTBA WM (DUIIMHT,
rJaBHas Lelb KOTOPOTO COCTOMT B TMOJYYEHHH KOH(PHUIEHIMATBHBIX JaHHBIX
NOJIb30BaTeNeH - JOrMHOB W mapoiieil. Ha anrnmmiickom s3bike phishing umraercs
kak ¢umuHr (ot fishing -peiGHast oBs, password - maposs).

OcHOBHBIE COBETHI 110 60pHOE ¢ PUITHHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mopo3peBaelib, YTO TBOS aHKETa
Obly1a B3JIOMaHa, TO HEOOXOAUMO 3a0JOKMPOBATh €€ U COOOIIUTh aJMUHUCTPATOPAM
pecypca 00 3TOM Kak MOXHO CKOpee;

2. VMcnonp3yit 6e3o0macHbie BeO-CaliThl, B TOM YUCIIE, HHTEPHET-Mara3uHoB U
TIOUCKOBBIX CHCTEM;

3. Ucnonb3yit cioxHble W pa3Hble Mmapoyid. TakuM oOpa3oM, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIUICHHUKH TIIOJIy4aT JOCTYH TOJBKO K OJHOMY TBOEMY
MpOoUITIO B CETH, a HE KO BCEM;

4. Ecin Tebs B3moMand, TO HEOOXOAMMO TMPEIyNPEeNnuTh BCEX CBOMX
3HaKOMBIX, KOTOpbIE 100aBIEHBl Y TeOs B APY3bsAX, O TOM, YTO TeOs B3JIOMAaIU H,
BO3MO’KHO, OT TBOErO MMEHH OyJIeT pacChlIaThCs CllaM M CCBUIKM Ha (DUIIMHTOBBIC
CaWThI;

5. YcranoBu HagexHbii mapois (PIN) Ha MoOMIbHBIH TeaedoH;

6. OTKIIIOUM COXpaHEHUeE Mapoisd B Opays3epe;

7. He otkpbiBaii ¢ailipl U Apyrue BIOXKEHUS B MUCbMaX, JaXke €CIM OHU
OPUILIM OT TBOUX JApy3ei. Jlydiie yTOuyHM y HHUX, OTHPABISIM JIM OHU Tebe 3TH
daitnbl.



Hudposas penyrauus

[{udpoas pemyTaius - TO HEraTUBHAs WIK MO3UTUBHAs MHGOPMALIUS B CETH
o tebe. Kommpomerupytomas uHdopmaius, pazMenieHHass B MHTEPHETE, MOXKET
CepbEe3HbIM 00pa3oM OTpa3uTbcs Ha TBOEH peanbHOW xu3HU. "Lludposas
penyranusa" - 3T0 TBOM UMUK, KOTOPBIM dopMupyercs u3 uHpopMaluu o tede B
UHTEpPHETE.

TBoE MecTo KUTENbCTBA, Y4€Obl, TBOE (PMHAHCOBOE MOJI0KEHUE, 0COOCHHOCTH
XapakTepa U paccKasbl 0 OJM3KUX - BCE ATO HAKAIIIMBAETCS B CETH.

MHorue mnOAPOCTKH JIETKOMBICIIEHHO OTHOCSTCS K MYOJUKAlMM JIMYHOU
uHpopmanuu B MHTepHETe, HE MOHUMAsi BO3MOXHBIX MOCienCTBUM. Thl Agaxke He
CMOJXeEIlb JI0TafaThCsi O TOM, 4To (oTorpadus, pa3MelieHHas 5 JIeT Ha3al, cTala
NPUYMHON OTKa3a MPUHATH TeOsI Ha paboTy.

KomMmenTapuu, pazMenienue TBoux Qortorpaduii u apyrue ASHCTBUS MOTYT
HE MCYE3HYTh JIaXk€e IOCJIE TOro, KaK Thl UX yJajdullb. Thl HE 3HAEUIb, KTO COXPAHUI
3Ty UH(GOPMALINIO, MTONaJIa JIM OHAa B MOMCKOBBIE CUCTEMbI U COXPAaHMWJIACh JIU OHA, a
TJIaBHOE: YTO MOAYMAIOT O TeOe OKPYKAOIINE JII0U, KOTOPbIe HAUIYT U YBUISAT 3TO.
Haiitu wundopmammioo MHOTO JIeT CIYyCTS CMOXeT 000l - Kak Hu3 J0OpBIX
noOyX/I€HU, TaK U C HAMEPEHUEM IPUUUHUTD BpeA. DTO MOKET ObITh KTO YI'OJIHO.

OCHOBHBIE COBETHI 10 3aIUTE HUPPOBOM eIy TaIuu:

1. TMomgymaii, mpexe 4eMm 4To-TO MyOJIMKOBaTh U MepeaBaTh y ce0si B Oyore
WA B COITMAJIBHOM CETH;

2. B HacTpoiikax mnpoduias yCTaHOBM OrpPAaHUYEHHS] Ha MPOCMOTP

TBOETO MPOPIISI U €ro COAEPKMUMOTO, CIeNIail ero TOJIbKO "I Ipy3ei';

3. He pa3memaii u He yka3biBail WH(OpMaIMio, KOTOpas MOXET KOro-
00 OCKOPOJISITH WIIH OOMKATh.

ABTOpCKOE IpaBo

CoBpeMeHHbIE  IIKOJIBHUKM - aKTUBHbIE  TIOJb30BaTeIM  LU(PPOBOTO
npoctpadHcTBa. OJHAaKO [ajleko HE BCE 3HAKOT, YTO I[0Jb30BAHUE MHOTHMH
BO3MOXKHOCTAMHU  IudpoBoro  Mupa  Tpedyer  coOdrofeHHss MpaB  Ha
MHTEJJIEKTYaJIbHYIO0 COOCTBEHHOCTb.

Tepmun '"wHTeNIEKTyadbHasi COOCTBEHHOCTh' OTHOCHUTCS K Pa3IUYHBIM
TBOPEHHUSIM YEJIOBEYECKOIO0 yMa, HadyMHasg C HOBBIX M300pETEHUIl U 3HAKOB,
0003HayaroUMX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTHM, W 3aKaHYMBas KHUTAMH,
dotorpadusimu, KHUHOPUIBMaMU U MY3bIKaTbHBIMU TPOU3BEACHHUSIMHU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HHTEUIEKTYyaJbHYI0 COOCTBEHHOCTbh Ha
NPOU3BEACHUS HAYKH, JIMTEPATYPbl U UCKYCCTBAa. ABTOPCKHE IpaBa BHICTYNAIOT B
KayecTBE TapaHTUH TOr0, YTO MHTEIUIEKTYalbHBIA/TBOPUECKHM TPyl aBTOpa HE OyneT
HampacHbIM, JaCT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax
CBOETO TPyJa, MOJYyYUTh H3BECTHOCTh M mpu3HaHue. Hukro 0e3 pazpemeHus
aBTOpa  HE  MOXET BOCHPOU3BOJUTH €ro MPOU3BEJIECHUE, PACIPOCTPAHSATH,
nyOJIMYHO JE€MOHCTPUPOBATh, MPOAABaTh, HUMIOPTHPOBATh, IMyCKaTb B IPOKAT,
nyOJMYHO WCHOJHATH, TOKa3bIBaTh/UCIONHATh B d(upe wWiId pa3Melmarb B
WNHurepHere.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOTO 00ecreuyeHus MOXKET MPUBECTU
K MHOTUM pPHUCKaM: OT MOTEpPH JAHHBIX K TBOMM aKKayHTaM J10 OJOKHPOBKH TBOETO
YCTPOWCTBA, I/Ie yCTAaHOBJIEHA HeleraibHas nmporpamMa. He ctouT takke 3a0bIBaTh,
YTO CYIIECTBYIOT JIeTaJIbHbIE U OecIlaTHbIe MPOrpaMMbl, KOTOPbIE€ MOXHO HAWTH B
CETH.

O noprane

CeteBUUOK.p( - TBOH IVIaBHBIM COBETUYMK B CETU. 3[1€Ch Thl MOXKELIb y3HATH O
0€30I1aCHOCTH B CETU IOHSATHBIM M JOCTYIHBIM $3bIKOM, & NPU BO3HUKHOBEHUU
KPUTHUYECKOM CUTyalluH OOpaTHThCS 3a COBETOM. A TakXKe IPUHATH Yy4YacTHE B



KOHKYpPCaxX U CTaTh CaMbIM LIU(POBBIM I'PaXKAAHUHOM!

UHCTPYKLUS JJISI OBYYAIOIIIUXCS Ob UH®OPMALIMOHHOM
BE30NMACHOCTH

HEJIb3S1
1. Bcem moapsia cooOImarh CBOK YacTHYIO MHGOpMAIHMIO (HACTOSIIUE HMS,
dbamunuio, TenedoH, aapec, HoMep IIKOJIbI, a Takke PoTorpaduu CBOU, CBOCH CEMbHU

U [Ipy3eit);
2. OTKpbIBaTh BIJIO)KEHHBIE (DailyIbl AJIEKTPOHHOM IOYTHI, KOTJa HE 3Haellb
OTIIPABUTCILA,
3. I'pyOuth, mpumupaThCs, OKa3bIBaTh JABJICHUE - BECTH CEOS HEBEXKIHUBO U
arp€CCHUBHO,

4. He pacrnopspkaiics JeHbraMH TBOEW ceMbU 03 pa3pelieHHsl CTapIINX -
BCET/Ia COPAIINBAN POJIUTEIIEH;

5. He BcTpeualics ¢ UHTepHET-3HAKOMBIMU B PEAJIbHOM JKU3HU - MIOCOBETYMCSA
CO B3pOCJIBIM, KOTOPOMY JIOBEPSIEIb.

OCTOPOXHO

1. He Bce nmmyrt mnpaBay. Ywuraems o cebe HempaBay B MHTepHere -
co001mHM 00 ATOM CBOMM POJUTENSIM UM OTIEKYHAM;

2. llpurnamaroT TnepenuchiBaThCs, UTrpaTh, OOMEHHBATHCS - TPOBEPb, HET JH

MO/IBOXa;

3. HezakonHoe konmpoBaHue ¢aitnos B UHTepHETE - BOPOBCTBO;

4. Beeraa paccka3biBaii B3pOCIbIM O MpoOieMax B CETH - OHU BCET/1a TOMOTYT;

5. Mcnionp3yit HACTpOMKK OE30MACHOCTH U MPUBATHOCTH, YTOOBI HE TIOTEPSITH
CBOM aKKayHTBI B COLICETSIX U IPYTUX NOpTajax.
MOXKHO

1. YBaxkail Apyrux moJyib30BaTeieH;
2. [Tonb3yenibess THTEpHET-UCTOYHUKOM - [IE1al CChUIKY Ha HETO;

3. OTKpBIBall TOJBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;
4. O0maTbCsi 3a TOMOINBIO  B3pPOCIABIM - DPOAMTENM, ONEKYHbl H
aIMUHUCTpaLUsl CauTOB BCErJa IOMOTYT;
5. IIpoiinu obydyenue Ha caiite "CeTreBHMUOK" W MOIY4YH MNACHOPT
1u(pOBOTro rpaXkIaHuHAa!
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